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ABSTRACT

Since the server system in the cloud environments can simultaneously operate multiple OS and commonly share the
memory space between users, an adversary can recover some secret information using cache side-channel attacks. In this
paper, the Flush+Reload attack, a kind of cache side-channel attacks, is applied to the optimized precomputation table
implementation of Korea block cipher standard ARIA. As an experimental result of attack on ARIA-128 implemented in
Ubuntu environment, we show that the adversary can extract the 16 bytes last round key through Flush+Reload attack.
Furthermore, the master key of ARIA can be revealed from last and first round key used in an encryption processing.
Keywords: Microarchitectural attack, Cache side-channel attack, Flush+Reload Attack, ARIA
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Fig. 1. Overview of Flush+Reload attack.
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o[ 1] = (Byte)(X2[BRF(t@,16)]>>8) ~ rk[ 2]:
o[ 2] = (Byte)(S1[BRF(te, 8)] ) ~ rk[ 11;
o[ 3] = (Byte)(S2[BRF(te, @)] ) ~ rk[ @];
o[ 4] = (Byte)(X1[BRF(t1,24)] ) ~ rk[ 71;
o[ 5] = (Byte)(X2[BRF(t1,16)]>>8) ~ rk[ 6];
o[ 6] = (Byte)(S1[BRF(t1, 8)] ) ~ rk[ 51;
o[ 7] = (Byte)(S2[BRF(t1, 8)] ) ~ rk[ 4];
o[ 8] = (Byte)(X1[BRF(t2,24)] ) ~ rk[11];
o[ 9] = (Byte)(X2[BRF(t2,16)]>>8) ~ rk[1e];
o[18] = (Byte)(S1[BRF(t2, 8)] ) ~ rk[ 9]:
o[11] = (Byte)(S2[BRF(t2, )] ) ~ rk[ 81;
o[12] = (Byte)(X1[BRF(t3,24)] ) ~ rk[15];
o[13] = (Byte)(X2[BRF(t3,16)]>>8) ~ rk[14];
o[14] = (Byte)(S1[BRF(t3, 8)] ) ~ rk[13];
o[15] = (Byte)(S2[BRF(t3, 8)] ) ~ rk[12];
o : cipher text | X1, X2, 1, 52 : pre-computed table
BRF(t, n) : right bit rotate (t >>> n) | rk: round key
t0, t1, t2, t3 : output value of previous round

Fig. 4. The source code for the last round
computation of optimized ARIA.
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Table 2. Experimental equipment used in
Flush+Reload attack.

Category Specification
CPU Intel i5-2500
0S Ubuntu 16.04 LTS
Size of L3 cache 6,144 KByte
Size of L3 cache line 64 Byte
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Algorithm 1. Collect cipher text of ARIA and
vector of cache access status

INPUT Address(X,), Address(X,),
Address(5)), Address(S,)
N, TH
OUTPUT 0. X.X. 8.8
1. K < fixed key
2. rk < ARIA_Key_expansion(X)
3. for i=0to N, —1 do
4 clflush(X,, X,, S, S,)
5. Oli]«<—ARIA(random_16byte, rk)
6 for t € [X,, X,. 8,, 5] do
7 if access_cycle(t) ( TH then
8 tli] «— 1
9. else
10. tli] < 0
11. end if
12. end for

13. end for
14. return O. X,. X,. S,. S,

Fig. 5. Algorithm for collecting cipher text of
ARIA and vector of cache access status.
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Algorithm 2. Guess last round key using cipher text and vector of cache access status

INPUT 0, X. X, 5.8, N
OUTPUT last round key 16-byte rk

1. K < fixed key
2. map,, < [3,2,1,0,7,6,5,4,11,10,9,8,
3. 15,14,13,12]

4. for i=0to N,—1 do

5. for j=0 to 15 do

6. Culjl[Olillmap,, [11] ++

7 end for

8 if X,[i] = 1 then

9. for j=0 to [3711 15] do
10. G lillOlillmap,, [j]]l ++
11. end for

12. end if

13. if X,li] = 1 then

14. for j € [2,6,10,14] do
15. G5Ol Imap, 5]l ++
16. end for

17. end if

18. if S[i] = 1 then

19. for j € [15913] do

20. Gy iOlillmap,; 1] ++
21. end for

22. end if

23. if 5,[i] = 1 then

24. for j € [048 12] do
25. G511 Olillmap,, 511l +
26. end for

27. end if

28. end for

29. hit_ratio « C,;,/ Cy,
30. for i=0 to 15 do

31. L., < argsorty,(hit_ratioli])[0...15]
39. T, < calc_table output(i)
33. for j € 1, do

34. fort € 7,, do

35. Ci, lillj D] ++

36. end for

37. end for

38. end for

39. for :=0 to 15 do

40. rk[map,,[il] < argmax (G, li])
41. end for

42. return rk

Fig. 7. Algorithm for recovering the last round key using cipher text and table access information.
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Fig. 8. Candidate table value of the X, X,, 5, and &§,.
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